
Gone Phishing for your credentials…
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Phishing is typically impersonation of 
a person or brand

An attackers’ most common entry 
point into your customers’ systems

Credential theft is the objective

Phishing is not Malware or SPAM 
although they often coincide

Impressive return on Investment

Spear Phishing

Whale Phishing

Deep Sea Phishing

Zero Day attack

Brand Impersonation

People Impersonation



Up until a few years ago, cybercriminals focused their efforts 
on malware attacks because they provided the greatest ROI.
More recently, they’ve shifted their focus to phishing attacks 
(~70%) with the goal of harvesting user credentials.

Microsoft Digital Defense Report - Sept 2020

86% of data breaches are linked to phishing
UK Government (Department for Digital, Culture, Media & Sport)

Cyber Security Breaches Survey - March 2020

Each was tricked out of $100M 
by one cyber criminal

&

Highly profitable for bad actors

On average, it only takes 82 seconds from 
the time a phishing email is first distributed 
until the first victim is hooked
Cyber Research Databank
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Existing phishing solutions – Do Not Work

• 99% of Enterprises already have email filtering deployed

• Gartner state “Do not depend upon a vendors native defenses”
• Microsoft 365 Advanced Threat Protection (SPAM, Malware & Phishing)

• NCSC state “Phishing education alone is not strong enough”
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Compromised account, 
full authentication pass,

Display Name set to 
Peter xxxxx

No payload – links or attachments

Targeted email

Correct signature format

Written with a sense of urgency 
and familiarity

No Subject: line content



Shaped and guided by UK GCHQ & NCSC

Architected to protect against both current & 
future attacks

UK Cloud based subscription service

Integrate easily with any cloud based email

Co-exist with deployed security solutions

No updates required, deploy and forget

Effective across all mail clients and devices as no 
new software required

Totally new approach …

✓ Automatic profiling of user 
organisation for Threat Intelligence

✓ Automated User profiling to protect 
each user

✓ Technical analysis determines the 
source and hidden content 

✓ Linguistic analysis to determine 
sentiment, emotive and coercive 
content

✓ Auto learn as attacks change
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Leverage latest advances in 
knowledge

Existing solutions not working
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Ajax inserts banners into the email to identify 
Phishing attacks and guide the user

OK
Verify Stop
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Ajax Intelligence 
has been given input 
by the NCSC to ensure 
it is fully GDPR 
compliant
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• Emails are not stored

• No GDPR defined Personal Information is 

displayed on publicly accessible user pages

• The ‘To:’,  ‘From:’ and  ‘Subject’ fields as 

well as meta data on the Classification 

results are stored for 30 days

• The only permanently stored data are the 

‘To:’, ‘From:’ and timestamp fields

• All data is stored encrypted at rest and in 

transport in a secure cloud environment

• Access to the stored data is password 

protected and the secure connection 

requires separate authorisation

GDPR Compliance
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• No company is safe
• Education – Do not rely upon user's 

alertness
• Automation + AI is a strong extra 

defense

Peter Horncastle - Meridian RSL 
"We find Ajax very effective and easy to setup. 
The insurance business has a high level of intermediation 
with money passing from many entities with a lot of room 
for error like payment instruction fraud etc"
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